Ref: ITI/BGP/IT-SOC/2024/2191B Date: 30-08-2024

Request for Industrial Consultancy

ITI invites industrial consultants either from individuals or from representing companies to
discuss regarding SOC O&M.

About ITI:

ITI Limited is the first Public Sector Undertaking of India, under the Department of
Telecommunications, Ministry of Communications. Government of India. It has been a
leading telecom equipment manufacturer for India and has been a regular supplier to
customers like BSNL, MTNL, Defence, PSUs and other Private customers for various
turnkey projects, products and services. ITI has now diversified and upgraded its
business in various fields such as Data Center, Cyber Security, Telecom Test Lab facility
- EMI/EMC & Safety Lab as our endeavour to promote make in India, Atmanirbhar
Bharat initiatives of Government of India. ITI has manufacturing units equipped with
State-of-art manufacturing infrastructure and Marketing & Sales offices spread across
the country.

About ITI SOC:

ITI is providing SOC solutions as a service through its Data Centre. ITI has setup a
Multi-Service Platform at our premises to monitor, detect, contain, and remediate IT
threats across critical applications, devices, and systems in our customer ‘s physical &
virtual IT environments.

e SOCaaS is running with solutions like VAPT and SIEM.

e SoC Requirements — SOC is responsible for monitoring and analysing activities
on networks, endpoints and more. The SOC service Center is consistently
observing the abnormal activities, indicates potential breaches, security
incidents or malicious activities in any networks. SoC also detects harmful
attempts to compromise the network, assets and assist with the incident response
life cycle, allowing the IT team to respond more efficiently, effectively and work
towards preventing security breaches.

The List of offerings as defined services listed below-
1. Identity and Access Management
Next Generation Firewall
Network Access Control
End Point Detection and Response
Data loss Prevention
Email Security
Security Information and event Management (SIEM)
User and Entity Behaviour Analytics (UEBA)
Vulnerability Assessment and Penetration Testing
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Industry Consultation:

Management of ITI has decided to make the existing SoC infra functional and hire the
Marketing and operational partner from the industry on revenue sharing model.

In view of the same, ITI is intended to conduct an industry consultation with domain
experts and to invite individual experts or company representative to share their best
practices in running SOC as Services for ITI Ltd. and finalising the RFP of revenue
sharing model.

Eligible consultants of Indian Nationals or NRIs may give the consent in the attached
format.

Date of consultancy meeting will be on 04-09-2024 (Wednesday), 15.00Hrs
Venue: ITI Bhavan, ITI Limited, Dooravaani Nagar, Bangalore — 560016

The consultants may visit ITI SOC before the meeting date for further information, if
required.

Disclaimer:
ITI Ltd. reserves the right to accept or reject any offer, cancel this notice at any time prior
to award of Contract/offers, without thereby incurring any liability to the offers or any
obligation to inform the consultant or Company of the grounds for ITI Ltd.’s action.

Qualification and Experience for Consultants:
The qualification and experience criteria for the experts are as follows.

1) Number of years in associated security solutions: 5-7 years

2) Educational qualifications: Engineering Graduate (Minimum)

3) Certifications: Certified with minimum two certificates in security field like-
CEH/ CISA/ Cyber security/ Kali-Linux, Nessus pro, VAPT/ Fortinet/
BurpSuite/ Metasploit/ Nikto/ Netscout etc.

4) Should have worked as lead (Level-3 or Security Manager) in security
field/should be having the consulting experience in security field.



Consent format to be filled and sent to ITI by Consultants by mail or WhatsApp:

CONSENT FOR SOC CONSULTANCY

Dated:
To,
Additional General Manager — Data Centre and SOC
2" Floor, F-100 Building,
ITI Limited, Dooravaninagar,
Bangalore-560016
E-mail: tlatha crp@itiltd.co.in
Ph: 94474 77079

Dear Sir/Madam,

I, Mr/Ms , hereby giving my consent to participate in the Industrial

consultancy meeting arranged by ITI SOC. I am freelancer and consultant of SOC services
/ representing the SOC firm -------------- (please strike whichever not applicable).

My credentials / Company approvals (please strike whichever not applicable) are attached
for the reference.

My contact details further correspondence on this service will be as under:
Mobile no: ..o,

Email:
Address: -------mmmemmmemmmemmeeee

Yours Faithfully,

Signature and Seal
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